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1. Introduction
This Policy is issued to support Douglas City Council in the areas of Data Protection and Freedom of Information.

2. Purpose of the Policy
Human Resource records cover a wide range of personal and organisational documents and data which are typically stored as computer or paper files.  It is important that Douglas City Council has effective systems for the collection, access, storage and destruction of this information to ensure it remains compliant with all relevant legislation and to support sound and effective HR practice and administration.

The guidance and practice contained in this document applies to all staff at all times and failure to follow it may result in disciplinary action.
3. Principles
Employee records are an essential in order for the Council to be able to demonstrate:
· Compliance with statutory and regulatory standards in all stages of employment
· Compliance with statutory responsibilities in checking an individual’s eligibility to work in the Isle of Man

· Audit trails to provide assurance of currency of professional registration

· Accuracy and currency of data held in relation to individual employees

· Compliance with statutory requirements and best practice in:
· Recruitment and selection

· Equality

· Health and safety

· Management of workplace disputes

· Management of capability / discipline / conduct

· Training provision / CPD

· Equal Pay

· Data Protection Act 2018
In each of these areas the information collected (including that collected at interview) must be relevant and not excessive and respect the employees’ right to a private life.  Information (including that collected at interview) must be recorded accurately and only be kept for as long as is necessary.  The employee must be aware of the reasons for the information being collected and any information collected ‘covertly’ about the employee, for whatever purpose, is likely to breach the Data Protection Act 2018 (DPA).

4. Scope
This policy relates to all files and records that include personal data relating to individual employees and may include:

· Personal files created at the point of appointment
· Incident and issues ‘Management Case files’ for example:
· Misconduct

· Sickness absence

· Performance/capability issues

· Individual grievances/disputes
· Health and safety records
· Training records including statutory continuous professional development
5. The Data Protection Act 2018
The Data Protection Act 2018 (DPA) applies to information about living, identifiable people and so most HR records would fall under this Act regardless of the media used for information storage.
Where files and records are held on an individual employee, the Council must ensure that information and data relating to that employee is handled and used in compliance with the Data Protection Act.  Guidance on the eight key principles of the DPA can be found in Appendix 2.
In addition to the DPA there is a substantial amount of EU and UK legislation relating to the retention and destruction of personal information and related records.  Some of the other key Acts are listed in Appendix 5.
6. RESPONSIBILITIES

6.1 Key Areas of HR Record Keeping

Four key areas of HR record keeping and practice, which are:
· Recruitment and Selection

· Employment Record

· Monitoring at Work

· Information about Employee’s Health
6.2 HR Section 
The HR Section has responsibility for maintaining the HR information (Appendix 3).
6.3 Line Managers

In addition to supporting the HR Section to maintain and update its information Line Managers also have specific responsibility for the following day to day information gathering, recording and monitoring (Appendix 4).
6.4 Individual Employees

All employees must ensure any changes in their personal circumstances or personal information are notified to the line manager and/or HR without delay to ensure currency and accuracy of data is maintained at all times.
7. Security and Information 
All staff and managers have a duty of care when handling and using personal data.  Information held on individuals must not be passed to any person or body who do not have a legitimate interest in it.  Data must at all times be kept secure.  Storage must be provided for paper documents which is lockable.  Electronic files must be password protected files or stored on drives accessible only to authorised personnel.  All staff identified as having legitimate access to records must receive training in Data Protection legislation and associated aspects of records management.
All HR records have a unique identifier in their employee/staff number.  The use and access to electronic files are controlled and monitored by the IT system.  If a paper record leaves the secure storage a tracker document should be completed identifying:
· File title

· Employee number

· Identity of receiving department/officer

· Date of transfer

· Date of scheduled return
Under no circumstances should files/records be allowed off-site or outside the Council without written authority of a Departmental Director.  Such files must be transported in sealed envelopes marked ‘Strictly Private and Confidential’.  Confidentiality must be maintained at all times.  Personal information must not be released without the employees express knowledge and consent unless there is overriding public interest.
8. Destruction of Documents 
As the Data Controller Douglas City Council has a duty to comply with the requirements of the DPA and other relevant legislation, including the requirement to only retain information for as long as it is required and to then ensure that information is disposed of in a safe and appropriate way.
HR documents may be required for a number of reasons, one being Employment Tribunal or other legal action where there is an expectation that the original documents are available.  It is vital that documents are properly stored throughout their ‘life’ and are not lost or damaged by storage in damp conditions or when computer equipment is upgraded.
Where information is deliberately destroyed in line with the Retention Policy an accurate record must be kept of the reasons why, when and how this was done.  The employer may be required to provide a ‘statement of truth’ for any legal action and failure to provide a full explanation of why the original documents are no longer available may injure the employers’ case.
The Douglas City Council contracts with a specialist services for the long-term ‘off site’ archiving of documents and the disposal of confidential waste and where possible these services should always be used.
Further guidance can be sought from the Council’s Data Protection Officer for the purposes of the General Data Protection Regulations, the Assistant Chief Officer (Democratic Services), Linda Radcliffe, who can be contacted by email lradcliffe@douglas.gov.im or by telephone (01624) 696310.

Guidance on typical HR documents, retention periods and disposal can be found in the Destruction of Documents (Appendix 1).  This is not a definitive list and the retention or destruction of an individual document, if not listed, should be done with consideration of the principles of the Data Protection Act (Appendix 2).
9. Equality Statement
In applying this Retention Policy, Douglas City Council has due regard for the need to:  
· eliminate unlawful discrimination
· promote equality of opportunity
· provide for good relations between people of diverse groups
In particular on the grounds of the following characteristics protected by the Isle of Man Equality Act (2017):
· Age

· Disability

· Gender

· gender reassignment

· marriage and civil partnership

· pregnancy and maternity

· race

· religion or belief

· sexual orientation, in addition to 
· offending background, trade union membership, or any other personal characteristic.

10.  Review Date

This policy will be reviewed every 2 years from the date of implementation.  Where review is necessary due to legislative change, this will happen immediately.  Unions will be notified of any changes.  
	Signed on behalf of DOUGLAS CITY COUNCIL 
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   DATE: 15th February 2024
                         KATHY RICE, CHIEF EXECUTIVE

	Signed on behalf of DOUGLAS CITY COUNCIL
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                          DATE: 19th February 2024
                         LINDA RADCLIFFE, ASSISTANT CHIEF OFFICER (DEMOCRATIC SERVICES) and DPO

	Signed on behalf of DOUGLAS CITY COUNCIL
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              DATE: 15th February 2024
                         CATHERINE ASHTON, ASSISTANT CHIEF OFFICER (Human Resources)  
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APPENDIX 1
Destruction of Documents

This table is based on guidance from the CIPD.  It is not exhaustive but gives examples of typical groups of documents found in HR.
	TYPE OF DOCUMENT
	RETENTION PERIOD
	AUTHORITY
	ACTION

	1. Recruitment 

	Authorisation
	6 months after recruitment finalised
	Business requirement
	Destroy 

	Job advertisements
	1 year after finalisation of recruitment
	
	Destroy

	Job applications and supporting CV’s/resumes (successful) 
	3 years following termination of employment
	
	Destroy 



	Job applications and supporting CV’s/resumes (unsuccessful)
	6 months after closing date
	Business requirement
	Destroy 

	Job applications and supporting CV’s/resumes (unsuccessful - not selected for interview)
	Immediately after shortlisting process
	
	Destroy 

	Job descriptions
	When superseded then 3 years
	Business requirement
	Destroy 

	Eligibility to Work

· Identity checks e.g., copy of Passport Driving Licence / Birth Certificate / Work Permit information
	6 years after last day of service
	Statutory requirement
	Destroy

	Speculative enquiries about employment, including CV’s and correspondence (where the enquiry does not lead to employment)
	Immediately 
	Speculative enquiries not taken further 
	Destroy

	Correspondence and records relating to work permit applications and renewals
	Date of action plus 6 years
	
	Destroy


	TYPE OF DOCUMENT
	RETENTION PERIOD
	AUTHORITY
	ACTION

	2. Employment Records

	Summary employment management records – capturing name, date of birth, dates of appointment, work history details, position / designation, titles and dates held, previous service record (e.g., employment registers, personal history cards, salary master records, summary data from HR systems)


	Last pension payment plus 6 years
	
	Transfer to IOMPRO at age 30 

	Leavers’ files/Human Resources records, e.g.:

· letters of appointment

· contracts of employment
· job description 

· person specification

· pay grade
· change of role or changes in contractual hours or terms and conditions

· record of previous service dates
· references and related correspondence
· registration authority forms

· training records

· equal opportunity monitoring forms
· letters of termination of employment

· letters of resignation
	Full file for 6 years after employee has left.

A Summary should then be retained until the individual’s 100th birthday or for 6 years if the employee was aged 70 or over when their employment ended.

The summary should contain everything except attendance records, annual leave records, duty rosters, timesheets, study leave applications, training plans


	The 6 year retention period takes into account potential ET and EL claims after the employee leaves employment and requests for information from the Council’s pension’s provider, etc.  

Employment Tribunal claims can include periods in excess of 6 years so it is appropriate to retain as much as possible from the original file.


	Destroy

	Employee proof of identity
	Last day of service plus 6 years
	
	Destroy

	Employee police / disclosure checks
	Last day of service plus 6 years
	
	Destroy

	Emergency contract details
	Until superseded.  Final details – last date of service plus 6 years
	
	Destroy

	Staff training records – routine
	Date of training/expiry of certificate plus 6 years
	
	Destroy 

	Staff training records – training concerning children or vulnerable adults
	Date of training plus 35 years
	
	Destroy 

	Current address details and change of name/address
	Last day of service plus 6 years
	
	Destroy

	Process of minor and routine employee relations matters (Trade Union files)
	5 years after administrative use concluded
	
	Destroy

	Processing of Disciplinary, Capability and Absence management investigations where proved.
	Oral Warning: 6 – 12 months

Formal Written Warning: 12 months

Final Written Warning: 12 – 24 months

Cautions disregarded in relation to disciplinary matters after the relevant time has lapsed.  
	
	Destroy

	Disciplinary records: where accusation unfounded
	Destroy on date of decision
	
	Destroy immediately 

	Processing of Grievance cases
	6 years after employment ceases
	
	Destroy

	Contractual changes, flexible working arrangements, changes to salary/grade, change to essential/casual car users allowance 
	6 years after employment ceases
	
	Destroy

	Qualifications: copies of relevant degree/diploma/A levels, GCSE’s/other examination certificates/course certificates
	6 years after employment ceases
	Only needed if a requirement of the role.  Update if further qualification required.  Information to be relevant and up-to-date.
	Destroy 

	Professional registration e.g., certificate of registration
	6 years after employment ceases
	
	Destroy

	Relocation Allowance agreement 
	6 years after employment ceases
	
	Destroy


	3. Monitoring at Work

	Human Resources records, e.g.:

· attendance records 

· annual leave records

· duty rosters held in employee’s record (not departmental rosters)

· timesheets relating to individual employees
	2 years after the year to which they relate


	
	Destroy

	Pension records/forms (all) including detail benefit nomination and revocation forms, additional voluntary contributions, payments to scheme members
	Death of last known beneficiary or member plus 6 years
	Business requirement
	Destroy

	NI number
	6 years after employment ceases
	
	Destroy

	Vehicle registration details
	Do not retain
	Check details.  Not an essential HR document
	Destroy

	Staff Car Parking Permits
	Duration of the permit
	Business Requirement
	Destroy

	New starter checklist
	Do not retain
	Not an essential HR document
	Destroy 

	Study leave applications
	5 years
	Business requirement
	Destroy

	Training Plans
	2 years
	Business requirement
	Destroy

	Training Courses: training records and training details
	3 years
	Business requirement

	Destroy

	Driver Training
	6 years
	Business requirement
	Destroy

	Staff Recognition (Long Service Awards)
	6 years
	
	Destroy

	Register of staff training – health and safety
	Completion of training + 50 years
	
	Destroy

	Gifts and Hospitality offered to staff 
	2 years
	The Register must be keep 2 years 
	Destroy


	Performance records, e.g.:

· Probation reports

· Staff Development Records
	Date completed plus 7 years
	
	Destroy

	Process of monitoring staff leave and attendance, e.g.:

· Annual leave/Special Leave
· Jury service
· Dependent care/Compassionate leave

· Absence due to industrial action (record of pay deduction
	Current year plus 2 years
	
	Destroy

	Travel & subsistence – claims and authorisation
	End of financial year plus 6 years
	
	Destroy

	Anonymised summary results of workforce surveys 
	2 years
	End of business use
	Offer to Record Office – Archive?

	Individual induction records
(does not include health and safety information)
	1 year from end of induction 


	
	Destroy 

	Duty rosters i.e. organisation or departmental rosters (not held in individuals records)
	4 years after the date in which they relate 
	
	Destroy 

	Industrial relations (not routine staff matters) including industrial tribunals
	10 years
	Business requirement
	Destroy 



	Records containing summary information on workforce training and development needs and management analysis of the impact of training and development programmes
	6 years
	
	Destroy

	Records (anonymised) providing feedback on training and development programmes
	5 years
	
	Destroy

	Corporate training plan
	2 years
	
	Destroy

	HR policies
	When superseded
	
	Destroy


	Records documenting development & evaluation of job descriptions/person specifications
	When superseded
	5 years
	Destroy

	Records documenting development of pay structures
	When superseded
	10 years
	Destroy

	Records documenting pay reviews
	When superseded
	5 years
	Destroy

	4. Employee’s Health

	Accident books, accident records or reports


	3 years from date of last entry (or if the accident involved a child or young person until they are 21)
	Reporting of Injuries, Diseases and Dangerous Occurrences Regulations 1995 (RIDDOR)


	Destroy

	Statutory Maternity pay records including Mat B1, calculations, certificates and other medical evidence
	3 years after the end of the tax year in which the maternity period extends.
	Statutory requirement
	Destroy

	Adoption, parental leave records and supporting records 
	6 years
	
	Destroy

	Statutory sick pay records, calculations, certificates and self-certificates
	Not less than 3 years after end of financial year to which they relate
	Statutory requirement
	Destroy

	Sickness absence – individual summary record
	Last day of service plus 6 years
	
	Destroy

	Records relating to a major injury whilst on duty
	Last day of service plus 40 years
	
	Destroy

	New and expectant mothers at work assessment
	6 years
	Statutory requirement
	Destroy

	Wage/salary records (also overtime, expenses and bonuses)
	6 years
	Statutory requirement
	Destroy

	Redundancy details, calculations, notification 
	6 years from date of redundancy 
	
	Destroy

	Occupational Health – process of checking and ensuring the health of staff:

· Health questionnaires

· Medical clearance

· Adjustment to workplace

· Restrictions

· Recommendations
	7 years
	
	Destroy

	Health surveillance records, including medical questionnaires, reports and correspondence with medical professionals including occupational health
	Last day of service plus 40 years, date of birth plus 75 years, whichever is the longer
	
	Destroy

	Medical Records as specified by the Control of Substances Hazardous to Health Regulations 1994
	Date of action plus 50 years or until person’s 100th birthday, whichever is longer
	Statutory
	Destroy

	Medical Records under the Control of Asbestos at Work Regulation 1987
	40 years
	Statutory
	Destroy

	Records of tests and examinations of control systems and protective equipment under the Control of Substances Hazardous to Health Regulations 1994
	5 years from the date on which the tests were carried out
	Statutory
	Destroy

	Health and Safety workplace assessment (reports, requests, etc.)
	6 years
	Statutory
	Destroy



	Records relating to the issue of personal protective equipment/other special equipment to an employee
	6 years
	Statutory
	Destroy


APPENDIX 2
THE 8 KEY PRINCIPLES OF THE DATA PROTECTION ACT 2002 
1. Information must be processed fairly and lawfully - You must gain permission to use any collected data and let the individuals know exactly what it will be used for.

2. Information collected must be processed for limited purposes – Only use the data that you have collected for the reasons you gave.  If you wish to use this information outside of that original purpose you need to gain further permission from the individual.

3. Information collected must be adequate, relevant and not excessive - Collect only the data you need to know and not anything additional that may just be ‘useful to know’ in the future.
4. Information collected must be accurate and up to date - Make sure your data is true.  If any suspicion exists that the information is inaccurate – check with the individual.

5. Information must not be held for longer than is necessary - Only keep hold of old files if really needed or if required to by law.

6. Information must be processed in accordance with the individual’s rights - Give the individual access to their data and a say in how it is used.
7. Information must be kept secure - You must ensure that measures exist to keep the personal data you are responsible for secure and out of the wrong hands.

8. Information should not be transferred outside the European Economic Area (EEA) unless adequate levels of protection exist - Keep your employees informed. Don’t store their data in ‘grey areas’ and don’t pass it on to a third party without their specific consent.
Appendix 2B
Recruitment and Selection

Minimum data set of recruitment documentation for all new employees to include:-
· Job Advertisement

· Application form/CV

· Job Description

· Person Specification

· 2 x References

· CRB Clearance, if required
· Offer Letter

· Statement of Particulars Letter

· ID Checks

· Medical Report

Current and up-to-date personal information and data on employees to include:
· Home address and contact details

· Next of kin

· Ethnicity etc

· Evidence of current registration/licence, etc., (as appropriate)

· Relevant qualifications/certificates

· National Insurance details

· Eligibility to work in the Isle of Man 
· Current sanctions, performance measures, etc

Case files to include a full audit trail of all formal stages including:

· Invitations to meetings

· Records of meetings

· Notes of formal hearings

· Actions taken

· Appeal records

· Job Evaluation

· Job Evaluation documents for individual posts as evidence of compliance with the principles of equal pay.

Appendix 2C
LINE MANAGER’S - GATHERING DAY TO DAY INFORMATION

Employment Records/Monitoring at Work
· Attendance

· Annual leave records

· Departmental work / shift rosters identifying shifts worked and time off allowed

Training records
· Details of mandatory training attended

· Records of individual staff development / performance plans / development plans

· Courses attended

Information about Employees’ Health 
· Departmental records around health and safety at work
· Sickness records / return to work procedures

· Occupational Health Records

· Accident and Incident report

· Risk assessments

· RIDDOR

Appendix 2D
Source Documents/Information

CIPD
www.cipd.co.uk/hr-resources/factsheet/retention-hr-records.aspx
· ACAS – Personal Data and Record Keeping - Booklet

Information Commissioner
Prospect House 

Prospect Hill

DOUGLAS
IM1 1ET, United Kingdom
Telephone: 
(01624) 693260 
Email:

ask@inforights.im
Legislation
· Data protection Act 2018
· Freedom of Information Act 2015
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