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Appendix

1. Introduction
Employee records consist of various record types that are created at different times and as a result of varying circumstances throughout the employment period.  Employee records contain different degrees of personal data that need to be managed in accordance with the Data Protection Act (2018). 
Human Resources establish the majority of circumstances for when employee records should be created, which are defined in policies and guidance documents that support the Council’s procedures and activities.  Human Resources keep individual employee files in a secure and access restricted environment.  
To facilitate staff administration it is sometimes necessary for Departments to keep employee records; these may be duplicate copies of records held by HR, or new staff records that are created in the course of an activity or process concerning an employee.  The purpose of this guidance document is to establish when it is appropriate for staff records to be managed outside of HR, and Payroll, and define the standards and conditions for keeping staff records.  

Compliance with this policy will ensure that all employee records held by the Council are processed in accordance with the Data Protection Act (2018); duplication of staff records is deliberate rather than uncontrolled; records are held and stored securely to prevent unauthorised access to them, and staff records are kept in line with the HR Retention Policy.  Staff records are held in a variety of formats both in paper format, electronic or other.  The principles listed in this guidance document apply to all employee records regardless of format.

2. Employee Files

Human Resources keep the Council’s official employee files securely for up to 40 years after an employee has left the Council.  The majority of staff files are in paper format and will include:
· Recruitment records e.g. application forms, CV’s, eligibility documents, medical reports and pre-employment screening checks

· Contractual records e.g. contracts and changes to contracts

· Employment documentation e.g. pay review outcomes, signed policies 
· Case management records e.g. disputes, complaints, capability, grievances, disciplinary cases, etc.
In addition to the HR staff file, some Departments keep staff files whilst that member of staff is employed in that area, which will include duplicate records of those held within the HR employee personal file as well as records that relate only to departmental administrative and management purposes.  These files should be kept in accordance with the guidelines contained within this guidance document and only for as long as they are needed.  
3. Data Protection Act
As a Data Controller, the Council has an obligation to ensure employee data is managed appropriately and that the Council are open and transparent about how it is processed.  This means that the Council are able to:

· Tell employees how their data is processed, and who has access to it

· Use employee’s personal data for specific reasons relating to their employment 

· Keep appropriate records that are not excessive 

· Keep staff records up to date

· Keep staff records for only as long as they are required 

· Provide staff with access to their staff records

· Keep staff records securely
All staff, responsible for employee records, should have received appropriate data protection training and understand their obligations under the Data Protection Act (2018).
4. Security and Access 

Each Department is responsible for the security of its own records.  The following security and access conditions should be followed at all times: 

· Keep paper records under lock and key, i.e., cabinets, drawers, cupboards and storage rooms

· Keys to secure storage should be locked away from general access

· Only authorised staff should have access to staff files 

· Access codes: 
· should not be written down on public display

· should not be emailed 

· should be changed periodically

· Staff files should never be copied for further use without legitimate reason

· Electronic staff records should be stored in restricted access folders

· Electronic staff records should never be copied onto mobile devices or other portable media unless they are password protected or the devise is encrypted.
5. Access to Records

In accordance with the Data Protection Act (2018), every employee has a right to access their own personal data held by either Human Resources or by the relevant Department to check for accuracy and have any details updated.  Staff who want to exercise their right for copies of their personal data held by the Council, which would involve more than merely sighting records held in their staff file, should be advised to make a subject access request to the Council, in accordance with the Data Protection Act 2018.
6. Roles and Responsibilities 

In accordance with the Human Resources Retention Policy the Head of Service or Director of the relevant Department has overall responsibility for the records created and maintained in the department.  Where departmental employee files are kept, departments should identify those employees who have legitimate access rights to these staff records.  Access should never be granted without this prior approval.  
7. Employee Records Held by Departments
Departments who choose to keep staff records for business reasons should be open and transparent with employees about what record types are keep, why there is a need to keep them, who has access to them and how long they need to keep them.  Departments who keep employee records should complete the ‘Employee Records Departmental Policy’ form attached (Appendix A) to ensure openness and transparency.  Some Departments may not require employee records to be kept.  Where this is the case only Staff Development records will need to be kept in accordance with the guidance.
8. Records Retention

Human Resources hold the official employee records and maintain these in accordance with the HR Retention Policy.  
Staff files maintained by departments will need to be managed appropriately and records will need to be periodically reviewed to ensure they are not excessive or kept for longer than is necessary.  The retention of employee records kept by departments is determined by the business reason for keeping them, which will be different to the HR purposes.  Once an employee leaves the Council, the HR file becomes the official staff record and will be kept for up to 100 years.  
Duplicate and other records which have been created by Departments for management purposes should be held for 6 months in case of a dispute and then destroyed.  Where an employee leaves one Department and joins another their staff file created by Departments for management purposes should not be automatically transferred, unless there is a business reason for doing so and the employee consents to the transfer.  The staff file should be destroyed immediately after the employee leaves that Department.
9. Common Record Types 

The following are common record types that a Department may consider keeping in staff files.  This list is not exhaustive.  The Department will need to determine if there is a legitimate reason for keeping additional staff records on file, and must ensure they are kept in accordance with the principles of the Data Protection Act (2018) listed in section 2 of the guidance document.
i) Staff Development Records
Copies of Staff Development Record (SDR) meetings are held by HR.  They are created by employees and the relevant line manager for the purposes of assessing the individual’s performance.  The following best practice guidelines are recommended to ensure records are accurately held in specified locations:

· The employee should retain a copy of their own SDR for future reference

· Line Managers should forward to HR the SDR’s of employees for whom they have responsibility

· Employees will hold a copy of their SDR and the line manager is responsible for ensuring the Council record is forwarded to HR
· HR will ensure SDR’s are passed to subsequent line managers, if required. 
· Once a Line Manager ceases to hold responsibility for an employee copies of SDR’s must be destroyed/deleted 

· The current reporting year plus 3 previous years are kept for continuity purposes.  Older records should be destroyed/deleted unless there is a legitimate case management reason for keeping them longer 

· SDR’s should be signed and dated by the employee and the line manager to signify that the record is a true and final record for the review period.  
· SDR’s for staff who leave the Council should be kept in accordance with the HR Retention Policy.  
ii) Contractual Records
All records created that relate to the employee’s employment contract are held by HR.  These include on placement records, application forms, references, etc.  HR will send copies of contracts to Departments as part of the checking process for new employees.  Copies of contractual records may be kept by Departments where there is a business reason for doing so.  If copies are not required by the Department they should be confidentially destroyed/deleted once any necessary checks have been completed.

iii) Sickness Records
Details of sickness records are routinely sent to HR for the purposes of administering statutory sick pay and maintaining the official sickness records for all employees.  In addition records relating to sickness may be held by departments for the purposes of:

· monitoring employee absence due to sickness

· managing implications of staff absence such as hiring temporary staff / engaging contractors cover

· ensuring staff are not dismissed unfairly on the grounds of absence 

· ensuring reasonable adjustments are made in response to sickness where necessary
· keeping a copy sickness records for assurance purposes whilst original is in transit to HR
Sickness records held for these purposes should not be held for longer than the current year plus one unless there is an ongoing business reason for doing so.  Departments who keep sickness absence records need to be aware that all absence and medical records are regarded as ‘sensitive personal data’ which need to be administered in accordance with the requirements of the Data Protection Act (2018).  Where possible, sickness records containing details of an employee’s illness or medical condition should be kept separate from other less sensitive information.  This can be done by keeping the sickness record in a sealed envelope or in a specially protected computer file.  Only allow managers access to health information where they genuinely need it to carry out their job.
iv) HR Case Management Files
Human Resources keep case management files for employees who are subject to an employment dispute such as a disciplinary, grievance, capability, complaint, or other.  Departmental records relating to an employment dispute should be forwarded to HR once the matter under consideration requires HR involvement. 
v) File Notes
It is prudent for line managers to make a file note about a member of staff which forms a formal record of a meeting, decision or conversation with the employee.  Those relating to performance management or areas of potential dispute should be held as a record.  Routine operational emails do not need to be kept.  File notes created should be shared with the employee as a formal record of the meeting before it is placed in their personal staff file, or kept securely by the line manager.  File notes should be deleted by the line manager when they are no longer responsible for that employee. 
vi) Study Leave Applications
Study leave is a process conducted and managed at Departmental level.  Each Department should maintain a record management process for dealing with each application for study leave, ensuring requests received, and approved, are recorded on the Teamseer system.  Records must be adequate, relevant and not excessive.
vii) Job Descriptions 
Job Descriptions should be created by line managers at departmental level.  Job Descriptions do not constitute personal data in their own right but do relate to individual employees.  Job Descriptions are retained by HR for future reference and line managers can request a copy should it be necessary to update them if there are any significant changes made to a role such as during a restructuring or a re-grading.  HR should be notified of any changes which will be recorded and placed on the relevant employee’s personal file.  
10 Review Date
This guidance document will be reviewed every 2 years from the date of implementation.
Unions will be notified of any changes to this document.  

	Signed on behalf of DOUGLAS CITY COUNCIL 
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   DATE: 15th February 2024
                         KATHY RICE, CHIEF EXECUTIVE

	Signed on behalf of DOUGLAS CITY COUNCIL
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                         DATE: 19th February 2024
                         LINDA RADCLIFFE, ASSISTANT CHIEF OFFICER (DEMOCRATIC SERVICES) and DPO

	Signed on behalf of DOUGLAS CITY COUNCIL
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                 DATE: 15th February 2024
                         CATHERINE ASHTON, ASSISTANT CHIEF OFFICER (Human Resources)  


APPENDIX A

Staff Records - Departmental Policy
Staff Records held in _____________________________________ Department
In accordance with the ‘Employees Records - Guidance Document’:

the Department of ______________________________________________________________ will hold departmental staff files in addition to those held by Human Resources for the purposes of staff administration.  These purposes include:
· Absence and sickness monitoring

· Managing departmental administrative activities such as study leave, etc
· Discipline, grievances, capability and/or other management matters

· Other administrative purpose(s) (please stipulate below):

The Department will keep these records in accordance with the Data Protection Act (2018), and in accordance with the principles listed in the ‘Employee Records - Guidance Document’.  

The Department will ensure employee records centrally held will be stored in the following restricted access locations (please list): 


____________________________________________________________________________________

____________________________________________________________________________________
Access to staff records will be restricted by the Department to the following staff only, and access will only be extended to those files relevant at that time of access:
· Director of the Department
· Line Manager

· Employee
Administrative staff may be granted access for the purposes of retrieving employee records in accordance with specific legitimate requests i.e., responding to subject access requests.
Departmental employee records will be confidentially destroyed/deleted by the Department 6 months after an employee leaves the employ of the Council.  
	Signed by the relevant Line Manager / Director
SIGNATURE:    ____________________________________________   DATE: _______________
PLEASE PRINT NAME ____________________________________________________________
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